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Al Bulut Bilisim nedir?
‘BIlGEM

* “Bulut bilisim, ddsik yonetim cabasi

veya servis saglayici etkilesimi ile, hizli
alinip saliverilebilen ayarlanabilir bilisim
kaynaklarinin paylasilir havuzuna,
Istendiginde ve uygun bir sekilde ag

erisimi saglayan bir modeldir.” (NIST)

* Cloud computing refers to the on-
demand provision of computational
resources (data, software) via a

, rather than from a
local computer. ( Wikipedia )
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http://en.wikipedia.org/wiki/Computer_network

Al Bulut Bilisim Ozellikleri

‘BilGEM

e Self-servis

* Cevrim ici - Her zaman erisilebilir

» Dinamik — lhtiyaca gore kapasite azaltma
veya arttirabilme

« Kullandigin kadar ode
» Ozel veya paylasimli
olarak kullanabilme < '
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A Bulut Bilisim Ozellikleri — 2

‘BilGEH

* Yuksek islemci gucu

o 3
.....

* Yuksek disk kapasitesi

* Yuksek bant genisligi

* Dagitik mimari
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A Neden Bulut Bilisim?

BILGEM
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B_ii%'ﬁ Bulut Bilisim Ornek — Amazon EC2 y6netim arayiizii

“) AWS Management Console - Mozilla Firefox (=] ]

Flle Edit Wew History Bookmarks Tools Help 3
+ | [ | AWS Management Cansale x | o
(' > [Dmhtu:ls:ﬂconsole.aws.amazon.ccmfeczmome?region=us-east—1#s=In513r|ces b - C"] ["." Google lo] - - fr
. . . = X
ﬁ aws.amazon.com AWS | Products | Developers | Community | Support | Account Welcome, Bahtiyar Bircan Settings Sign Out _ —IEI—I
b
e
Elastic Beanstalk  S3 EC2 VPC CloudWatch | Elastic MapReduce CloudFront | CloudFormation RDS || SNS
'."!" Google P] ™ - #r
_ -
Region: @; Launch Instance Instance Actions |+ E} Show/Hide e Refresh || @ Help Welcome, Bahtiyar Bircan Settings Sign Cut
= U3 East (Virginia)
= e — \newing:IAII Instances j | All Instance Types jl
> EC2 Dashboard Name' Instance AMI ID Root Root Devicel Zone Type Status Lifecycle LR R L I T A

INSTANCES W empty a i-9948fdf7  ami-Belfece? ebs /dewsdal us-east-1d t1.micro D stopped normal _

» Instances
» Spot Requests
> Reserved Instances

Resources —

hre using the following Amazon
esources in the US East (Virginia) | & Refresh

IMAGES - .
1 EC2 Instance selected = n:
» AMIs
> Bundle Tasks @ EC2 Instance: i-9948fdf7 D Running Instances @ 0 Elastic IPs
ELASTIC BLOCK STORE 5 Description Monitoring || Tags | 1 EBS Volume 0 EBS Snapshots
» Volumes
AMI: . . . 1 Key Pair & 2 Security Groups
> Snapshots amzn-ami-2011.02.1.x86_64-ebs (ami-8e1face7) fone: us-east-1d >
. . - . - 0 Load Balancers ,r' D Placement Groups
NETWORKING & SECURITY Security Groups: quick-start-1 Type: tl.micro " |
» Security Groups Status: stopped Owner: 466732463901 i
. ted Links =
» Elastic IPs VPC ID: - Subnet ID: - -
> Placement Groups . . -
Source/fDest. Check: Virtualization: paravirtual cumentation
» Load Balancers
> Key Pairs Placement Group: Reservation: r-0f9efas3 EC2 Resources
RAM Disk ID: - Platform: - rums
Key Pair Name: key1 Kernel ID: aki-427d952b edback
Monitoring: basic AMI Launch Index: 0 port an Issue
Elastic IP: - Root Device: sdal
Root Device Type: ebs Tenancy: default
Lifearvcla- nnrmal ;I
© 2008 - 2011, Amazon Web Services LLC or its affiliates. All right reserved. Feedback Support Privacy Policy Terms of Use An amazon.com. company
@- x g Server  FoxyProxy: 10kaplan & &)
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ﬁﬁﬁ Bulut Bilisim Hizmet Modelleri

» Servis olarak Altyapi — SoA (laaS)
» Servis olarak Platform — SoP (PaaS)
» Servis olarak Yazilim — SoY (SaaS)

Bulut Hizmet Modelleri

3 o

Software as a Service

Saas r?xOutlook ook 2003
]d gal S r/\-—\—/_’l- ’
3 CO& )8[L
' Platform as a Service
> Web Services, Components
Uzerinde cahsir /
|

/ “** amazon
Infrastructure as a Service
(Network, Compute, Storage, Middleware)

T~
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Bulut Bilisim
Guvenlik Riskler;i




B Bulut Bilisim Giivenlik Riskleri

‘BilGEM

* Hizmet devamlilig
— Amazon EC2 hizmet kesintisi

* Veri guvenligi ve gizliligi

* Guvenlik standartlarina uyumluluk
* Bulut bilisim servislerine saldirilar
* Ele gecirilmis sunucu sablonlari
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Servis olarak Guvenlik
(Security as a Service)
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ﬁ:ﬁ Servis olarak Guvenlik (Security as a Service)

 Bulut bilisimin faydalarindan guvenlik
urunleri de yararlanmaktadirlar.

» Bulut bilisim sayesinde guvenlik urunleri
daha hizli, daha verimli ve daha etkin bir
sekilde musterilerine hizmet
verebilmektedirler

« Alanlar
— Antivirus
— Saldir Tespit
— Acliklik tarama
— Guvenlik Testleri
— Adli analiz
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ﬁﬁﬁ Servis olarak Antivirus (Antivirus as a Service )

W MCAfee Business Home | About Us | Purchase Search

Business Home » Products 3 Solutions WA =

Security-as-a-Service

Comprehensive
Protection Delivered in
the Cloud

McAfee Security

McAfee Secwrity-as-a-Senvce delvers complete endpork, emal, web, and network protection through the
cloud, saving your [T department time, effort, and costs. &s part of our Secunity Connectad framework McAfee Cloud Secure Program
that delivers comprehensive security and integrated managemeant, McAfee Securty Saas leverages the
power of the doud to help organzations reslize faster time-to-protecton 1o secure their busness.

Bringing Credibility to
Cloud Security

Integrated Suites A

McAfee Sans Intagrated Sutes protect spanst viruses, spywars, web thrasts, and other attacks on
agtops, and file servers, while freeing your IT stalf from complex deployments, upgrades, and security
management.

s McASee SaasS Endpoint Protection Suite

| — Sacure sssertial protection for vour sndports. McAfee Saas Endport Protection Suite blocks
vruses, spyware, web thrests, and hacker attacks weth a sohtion that is easly managed vie
the enline McAfee SeowrityCenter.

r—— McAfer Sans Endpont Protection - Advanced Suste

b " o Callk: 1-888-847-8766 Mas Secthist,
-E. Safeguard your endponts with advanced protection, McAfee SaaS Endpoint Protechon -
Advanced Sute delvers essental protection from vinuses, spyware, web threats, and hacker
sitacks, slong with addrtional host web fikerng and protection for emal sarvers, News » .
o4 . i ] R | (o= | Tey fot frem
e o waton e1ed on endpoists 3% deteerad v
o SI00N cemm Video A NIALS PARTHERS
] oo SRR s . e e - I
Lea About Our Products Company benetits from Endpoiet Prdecson 83uds <>) - ~
Wum; Email Security.doud. - iy AT fnglish
Watch nuw s b -
- i CoatactUs S, .
Ty O Symantec.cous Sakes » devicas (ot Q 42T
; e G BI0-480-0000 X ree .
oS Symantec choud Support s Baad Sy
s
ariec Eale .. " s Morn

we Evaluation

O Wi aon cxoup morecrion Ao |

war - & Luscler
£11 Rapge Quadrani
sslosd Aspart

wla shesls
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ﬁﬁrﬁ Servis olarak Saldirn Tespit (IDS as a Service )

» Sourcefire populer acik kaynakli saldiri
tespit sistemi olan Snort'un bulut
uzerinden calisan versiyonunu duyurdu.

Blog VRT Community Docs Education and Consulting About Sign In

l Snort News & Events I

Home Page = News = Snort Now Available on the Amazon Cloud

Snort Now Available on the Amazon Cloud
Hi everyone,

Snort and Sourcefire VRT Rules are now available as an Amazon Machine Image (AMI).
Amazon EC2 customers can now deploy Snort with the latest VRT Rules as an AMI. Those
interested in using Snort on EC2 should start by reviewing the Snort on EC2 Quick Start Guide
we've posted to Snort.org here. You can also read the press release here.

To download the AMI:

1 hitps/lconsole aws.amazon. comfec2ihome#c=EC2&s=| aunchinstanceWizard
Login to your EC2 Account

Select"Launch Instance

Go to Community AMI's - Do a find on Sourcefire

2
3
4:

14/ 34




ﬁ‘gﬁ Servis olarak Aciklik Tarama (Vulnerability Scan as a Service)

* Aciklik tarama yazilimlarini da artik bulut
uzerinden servis olarak almak mumkun.

TEMABLE SE

Wl £y
(>

The Tenable Nessus Perimeter Service is an enterprise-class remaote
vulnerability scanning service that may be used to audit Internet facing IP
addresses for both network and web application vulnerabilities "from the
cloud®. Subscribers, who log into Messus scanners hosted in Tenable's
secure datacenter, may employ Tenable Messus Perimeter Service to
scan any numkber of Internet facing sites covering a wide variety of Welcome [ 4 Sign n | [ Register ]
devices - desktop computers, mobile laptops, iPhones - wherever is

> Key Benefits convenient and as often as needed, all for one low flat fee. and

* Subscribe Today

The Tenable Messus Perimeter Service portal provides secure accessto e

Artmilodinilen e bmilib mdidbs el rm e e Al e e e s e e T e e

Service detail Innovate with Cloud

Servic indust
rvices by industry Computing

Continuous wulnerability assessment of your IT assets, including web applications and

Servie A-Z

fviees databases, is essential to effectively securing your infrastructure and avoiding policy violations
Institute for Business Value You need a simple, cost-effective way to limit potential threats.
Studies, papers, briefs 1BM Managed Security Services (Cloud Cemputing) - hosted vulnerability management

provides cloud-based internal and external infrastructure scanning through a single portal,
helps you more easily manage compliance requirements and specifies steps you can take to
remediate vulnerabilities.

Rethink IT and reinvent your
business with & new model for
consuming and delivering T and
Highlights business services
- PRI . . =+ Cloud computing from IBM
= Helps manage compliance with security initiatives by scanning for and classifying e
vulnerabilities

+ Provides remediation steps and data to assess and manage security risks to help reduce Web Seminar
threat exposure

- Helps reduce cost and complexity of security maintenance through 1BM cloud security
senvices

- d ;
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ﬁﬁﬁ Servis olarak Pentest (Pentest as a Service)

 Guvenlik testlerini bulut tabanli servis
olarak kullanmak mumkun

cCoRe Welcome clouddemo@coresecurity.com
CLoun INSPECT
- ot Log out Settings ~
mances VR o
£ +1.800610.2833
Select report types

Please select the reports you want to generate for this test [ _search |

WebApps Exe

cutive Report
This teport pee 3 Jmmarzed information of every winerable wed page found dunng this test Lea

Executie

[&) Subscribe via RSS

ignation for existing security frameworks

:netration test of your installation. And as any

ternet doubtlessly knows, this is a complex,

issues, has introduced an on-demand service I

Vulnerabilities Report

lined and cost-effective avenue available. "ype here to search...

report provides detalied informator
ves Repoct :stweb portal for seven days. During thattime,
Ttinue the senice for a second week, we will

this test Le

WebApps Vulnerabilities Repo: netration testing resources, from

! orl provides detated informasion of every v
A

nng mote solutions using our security console,
d our pricing is notably competitive. t pentest and web

ation security pentest
of the Payment Card
anular. Mo pointin your network that was
fsecurity management benchmarks are
into the following analysis and performance
~INeX J L
dentify and evaluate your network topology,
Sﬂ | "'I'® active hosts, IP addresses, installed operating systems, open network ports, and all installed security devices

Analysis entails performing application mapping, network scanningfuzzing, and vulnerability analysis. It effectively identifies

+ Web Application Penetration Testing.
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BILGEM

Servis olarak Adli analiz (Forensics as a Service)

» Ag tabanli adli analizleri artik dogrudan
bulut uzerinden yapmak mumkun

‘;\ http: {fwww.doudshark. orgfcaptures/afle1a183830

‘} CloudShark

.l ~ Google Pp 3 ‘ﬁ‘

Finer:|DispIa'_f Filter « Apply @ Clear Wl Graphs
Ho. ‘ Time ‘ Source Destination ‘ Protocol | Info
1 0.000000 192.168.1.3 63.11 43.9 ICP 58816 > http [SYN] Seq=0 Win=5840 Len=0 M55=1460 SACK FERM=1 T5V=1545573 TSER=0 W5=7 =]
2 63.116.243.97 192.168.1.3 ICP http > 58816 [5YN, ACK] Seg=0 Ack= 792 Len=0 M55=1460 SACK PERM=1 T5V=2375517050 TISER=154557
3 192.168.1.3 63.116.243.97 TCP 58816 > http [ACK] Seq=1 Ack=l Win= Len=0 T3V=1545575 TSER=23759%17050
4 192.168.1.3 63.116.243.97 HITP GET /service/gremlin/js/files/facebooklike, slideshow,itemSlider, schedule,text Dosaic, mosaic
5 0.042292 63.116.243.97 192.168.1.3 ICP http > 58816 Seq=1 Ack=481 Wir 0 Len=0 T5V=2375917073 TSER=1545575 i -
8 0.044714 63.116.243.97 192.168.1.3 TCP [TCP segment o eassembled PDU] %-c | ™ - o
7 0.044725 192.168.1.3 63.116.243.97 TICP Seq=461 Ack=1449 Win=8832 Len=0 T5V=1545577 T3ER=2375917073 ) -
& 0.044835 63.116.243.97 192.168.1.3  TICP ssembled POV ik for Newsetter sirup [
] 0.044841 192.168.1.3 63.116.243.97 TICP eq=461 Ack=2897 Win=1164Z Len=0
10 0.044958 63.116.243.97 192.168.1.3 ICP eassembled FLDU]
11 044964 192.168.1.3 63.116.243.97 TICP Seq=461 Ack=4345 Win=14532 Len=0
12 0.045081 63.116.243.97 192.168.1.3 ICP eassembled FLDU]
‘T A marane  ann acn a4 n P fra mete FmAn Tie amrAr Tee A merroacarenn T.-.I-n .

> Frame 4: 526 bytes on wire (4208 bits),

P Ethernet II,

[» Internet Brotocol, Src: 192.168.1.3 (192.168.1.3),
p

-

Transmission Control Protocol, Src Port: 58816 (58816),

Hypertext Transfer Protocol

526 bytes captured (4208 bits)
Src: RsustekC b3:01:84 (00:1d:60:b3:01:84),

Dst: Actionte 2f:47:87 (00:26:62:2f:47:87)
Dat: 63.116.243.97 (63.116.243.87)
Dst Port: http (80), Sea: 1, Rck: 1, Len: 460

P GET /service/gremlin/js/files/facebooklike,slideshow,itemSlider,schedule,textmessage, mosaic, mosaicSlider.ja2ch=v3.4244 HTTE/1.1\r\n

-
v | |4

Host: a.abc.com\r\n
User-Agent: Mozilla/5.0 (¥11; U; Linux x86_64; en-US; rv:1.9.2.3) Gecko/20100423 Ubuntu/10.04 (lucid) Firefox/3.6.3\r\n 3l
Rocept: */*\r\n
Accept-Language: en-us,en;g=0.5\r\n
Accept-Encoding: gzip,deflate’\r\n
Accept-Charset: IS0-8859-1,utf-8;g=0.7,*;g=0.7\r\n
Keep-Rlive: 115\r\n
Connection: keep-alive\r\n —
Referer: http://abc.go.com/\r\n vI
0000 00 26 &2 2f 47 87 00 1d &0 b3 01 &84 08 00 45 00 sb/G... ... E. - = e 3 . ance he g !l
0010 02 00 a8 41 40 00 40 06 9b a5 c0 a8 01 03 3£ 74 [ I It o~ s T~ akohdey AT
0020 £3 61 5 cO 00 50 e5 94 3d ab a3 c4 80 a0 80 18 a Fov=uinnnnn
0030 00 2e £6 73 00 00 01 01 08 0Oa 00 17 95 &7 &d o8d - P d.
0040 94 fa 47 45 54 20 2f 73 65 72 76 69 63 65 2f &7 GEI fserv1cEfg
0050 72 65 6d 6c 69 6e 2f 6a 73 2f 66 69 6c 65 73 2f remlln!]sffllesf
0060 66 61 63 65 62 6f 6f 6b 6c 69 6b 65 2c 73 6c 69 facebooklike,sli Learn About
L)

deshow, itemSlide

[ e e v e~

1.4 5, 50 e

=l

el ane




Servis olarak Saldiri
(Hacking as a Service)
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A8 Hacking as a Service

 Bulut bilisim siber suclular icin de cazip bir alan
haline gelmistir.

* Bulut servisleri kullanan bir ¢cok sirket
saldirganlarin hedefi haline gelmigtir.

« Suclular cesitli saldirilari yonetmek ve
gerceklestirmek icin bulut bilisim servislerini
kullanmaktadirlar

— DDoS

— Sifre kirma

— Spam gonderme

— Botnet kontrolu

— Zararli kodlarin (malware) dagitiimasi

— Lisansli yazilimlarin ve filmlerin izinsiz dagitimi

19/ 34



A4l Bulut Bilismde Calisan Saldiri Araglari - Nmap

BILGEM

[ bahtiyar@=-_, *_

1 L ) Amazon Linux AMI
|« / Beta

N —

See Jjusr/share/doc/system-release-2011.82 for latest release notes. :-)

A Rals - -

[root@i- 7 107 2172 122 ~]# rmmap -V

Hmap version 5.21 ( http://mmap.org )

Starting Nmap 5.21 ( http://mmap.org ) at 2011-86-806 12:06 UTC
Nmap scan report for localhost (127.8.8.1)

Host is up (©.0000070s latency).

Hot shown: 998 closed ports

PORT  STATE SERVICE

22/tcp open ssh

25/tcp open smtp

Nmap done: 1 IP address (1 host up) scanned in 8.89 seconds




Bif‘gim Bulut Bilismde Calisan Saldiri Aracglari — Metasploit
[3 bahtiyar@
[root@ip- 2220022022 msf3]# cat fetc/system-release
Amazon Linux AMI release 2011.02.1.1 (beta)
[root@ip- 23125 12222 msf3]# uname -a
Linux ip-22-005-000-20 2.6.35.11-83.9.amznl.x86_64 #1 SMP
[root@ip- 20-104-185-20 msf3]#
[root@ip- 23 129212222 msf3]# ./msfconsole

metasploit v3.8.0-dev [core:3.8 api:1.0]
b9 exploits - 358 auxiliary - 39 post
223 payloads - 27 encoders - 8 nops

svn rl2778 updated today (20611.85.31)




» Bulut bilisimde bulunun guclu kaynaklar
dagitik servis disi saldirilari icin oldukca
uygun bir zemin hazirlayabilmektedir.

— Yuksek Bant Genigligi

Dagitik Mimari
- IRC Server
HTTP Bot
LIndected Host
-...---m.,_.----........__—_).
-— ~\‘s9€f_/”
HTTRBot S 3,
~4 IMdectad Host 0 &
238 Ry Misuse of Servic
Resources
- -- ~\*
. HORBot: o SRS ToE
\‘-lrﬂn(lod Hoat) .> A
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B_ﬁﬁ Servis olarak Zararli Kod (Exploit as a Service)

» Bulut bilisim servisleri zararli kodlarin
kullaniminda da etkin olarak
kullaniimaktadir.

— Zararli kod uretilmesi
— Zararh kod dagitimi

~||same as source
~||lsame as source |-

_'J [same as source




ﬁgﬁ Servis olarak Botnet (Botnet as a Service)

* Botnet yonetimi
* Botnet Uyesi sunucular

Bp cap E 20.04.2009 21:09:16 5 1ttp://host.com/exe.exe |KoMmaHga Ha zarpyaky W zanyck daiina
Bcero HoTos: ittp://host.com/script.php [KoManga k Hauany http aTaku xocTa
- ]

BLINOAHAKT: 1 DmHuBKa BHINOAHEHMA BCEX KOMaHL,
0 MB

1 743 fhost.com/ KOoMaHJa K Hayany icmp aTaku Xocra
( ) H //host.com/loader.exe|O6HOBNEHWE, CBOETOD Xe Noafepa
E MocnegHAn KoMadga: I:II:I1=http:,f,*tes‘t.cc»m,*inde.\(.php... \rc»t http Hhcmt com/vote.php [FonocoBaHMe B ONpoOCax Ha CalTax

2.1.0 Optima

WzmeHeHwe obweid KoMaHgsl

v1.0

R T T T R R T R
Tz | um | omeisma | wr | oW | oo | |
(sosw | 1am | maeassa | wi | owe | oows | |
Cese | 1am | omesssa | wr | owe | oo | |
—— —
T I T T B e R T S

e | 1am | meiwsa | we | owe | Ko |
Cuess | 1am | maeiwes | wi | ‘
a0 | 1am | mpenven | wi | o | toww | T
———— nline timelLag

Cowvier | v | wogeivmn | wi | oms | ko |
Caer | v | wpeiven | wi | om | tonw |

Logout
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Servis olarak Sifre Kirma (Cracking as a Service) - 1

« Bulut bilisimin guclu islem gucu
saldirganlar tarafindan dagitik olarak sifre
kirma islemleri icin kullaniimaktadir.

* Bu altyapi sayesinde bir ¢ok sifre kirma
servisi gelistiriimistir.

« Sifre kirma servisleri
— Kablosuz ag sifrelerinin kirilmasi WPA kirma

— Isletim sistemi sifrelerinin kirilmasi (SHA1)
— Ag cihazlarinin sifrelerinin kirtilmasi (MD5)

25/34



ﬁﬁﬁ Servis olarak Sifre Kirma 2 - Kablosuz Aglar

Kablosuz aglarin sifrelemesinde
kullanilan WPA/WPAZ2

protokollerine ait
sifreler bulut bilisim
kaynaklari kullanilarak
Kirtlabilmektedir.
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A8 Servis olarak Sifre Kirma 3 — SHA1
 Senaryo: 1-6 karakter uzunlugunda sifrelerin
Kirtlmasi

« Algoritma: SHAL

 Yontem: Kaba kuvvet saldirisi (brute-force)
« Maliyet : 2100%

« Kirma suresi : 49 Dakika

« Kullanilan donanim

- 22 GB of memory

- 33.5 EC2 Compute Units (2 x Intel Xeon X5570, quad-core “Nehalem” architecture)
— 2 x NVIDIA Tesla “Fermi” M2050 GPUs

— 1690 GB of instance storage

— 64-bit platform

— I/O Performance: Very High (10 Gigabit Ethernet)

— APl name: cgl.4xlarge

27134
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Servis olarak Sifre Kirma 4 — MD5

* Bir ¢cok kriptografik islemde kullanilan MD5
ozetleri ve sifreler de bulut tabanli servisler
ile kirilabilmektedir.

ONLINE MD5 CRACKER

dScrack

I - - [ T

Crack thathash baby! | Generate MD5 Hash |

Recently Cracked mdS Hashs

Original:
h158951716b440c3d165e0 meta
H158951716b440c3d165e0 meta
hCa55158951716b440c3d165e0 meta
28 /34 e9a23cbc455158951716b440c3d165e0 meta
e9a23cbc455158951716b440c3d165e0 meta




a:ﬁ Servis olarak Sifre Kirma 5 — Sifre Kirma Yazilimlari

» Bulut tabanli sifre kirma yazilimlari
— CloudCrack
— I\/IOSCRACK

ninal Tabs Help

)YJ'lk mOSC
ying f]._,
timated completion
Ted x chunk Tor node siappy: moscrackdict.3sd
: ”1 i 18 acrive S ' VIDIA GPU-Accelerated

”?ﬁlq] Got node siappy ite!

Got chunk mos Kdilc
: Ls 1watcd completion txnc: 376 seconds
255“4] ng 71‘6‘ '? wde ec2-50-16-156-83. compute-1, amazonaws , Com

era.ej lx chunk for node iphone: .cscrackdict.355

pid ‘gﬁij. hcw 16 active pre

Estimated completion time:

Got node iphone

GOt chunk moscrackdict.,3ses

opying files 1o node ec2 : . . €«

Launching aircrack-ng on n eC2-38-1 6, COMPUTE- L. AMaZonNaws . com

Launching aircrack-ng on n 2-75-161 ’55 51 compute-1.amazonaws . com

Launching aircrack-ng on node & -30-17-1-.::-11?.1-2ﬂ;, te-1.amazonaws . com

Launching aircrack-ng wde ec2-184-73-38 I.’ﬂ pute-1l.amazonaws . com cryptanalysis suite for cloud computing
{26484] La;;':(_.':m-;; .ur(;r,j(_k-n:-) 4 ode ec2-184-73-123-98, compute-1,amazonaws , com EC2 Cluster Compute cloud. It is a NVIDIA

[26588] Launching aircrack-ng No< --50-16-69-15310«“;.~ 1.3amazonaws.com vite written in CUDA, NVIDIA's massively
g language. CloudCrack contains custom CUDA

ous posts such as — MOSCRACK and WPA
pen source offering that is NOT a cracker, but

en in CUDA — a parallel computing architecture.

I EIRANEANENNOON®; storing a large target RSA modulus n in

A e A R i

shared GPU memory, vith each GPU core working as a parallel factoring

process to break the target modulus.
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EMAIL RESPONSES

Scenario (1): New Laptop

bob.smith@yourcompany.com
jane.doe@yourcompany.com
kevin.smith@yourcompany.com
jack.loe@yourcompany.com
jason.smith@yourcompany.com
jack.smith@yourcompany.com
mike.doe@yourcompany.com
ron.smith@yourcompany.com
aaron.loe@yourcompany.com
jaime.smith@yourcompany.com
sam.smith@yourcompany.com
bob.doe@yourcompany.com

hianra emith@uvalircamnany Fam
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Marketing Dept
Front Office
Front Office
Front Office
Front Office
Marketing Dept
Front Office
Front Office
Front Office
Front Office
Marketing Dept
Marketing Dept

Markatinn Nant

Servis olarak Spam (Spam as a Service)

Sun
Sun
Sun
Sun
Sun
Sun
Sun
Sun
Sun
Sun
Sun

Sun
Ciin

Montag, 25. Mai 2009 01:41:01 31009 x 121378

RESPONSE

300

Oct 1 oct 2 Q0

E

Clicked Link

Sep 09 21:09:10
Sep 09 21:11:01
Sep 09 21:13:03
Sep 09 21:14:23
Sep 09 21:14:44
Sep 09 21:15:10
Sep 09 21:16:01
Sep 09 21:16:03
Sep 09 21:16:23
Sep 09 21:17:44
Sep 09 21:18:13
Sep 09 21:19:21

Can NQ 21+10+: A2

-0400 2007
-0400 2007
-0400 2007
-0400 2007
-0400 2007
-0400 2007
-0400 2007
-0400 2007
-0400 2007
-0400 2007
-0400 2007
-0400 2007

-nANN 2NN7

reu@ukenline.co.uk
ser@yahoo.co.uk
itava24@yahoo.com
n@yahoo.co.ule
:=@yahoo.co.ule
@yshoo.co.uk
be@yshoo.com
00@yahoo.com
3yshoo.com
@ukonline.co.uk
reu@yshoo.co.uk

mmrErmbme e

L o [summany

Byahoo.co.uk
soe@ukonline.co.uk
tukonline.co.uk
s0e@yahoo.co.uk
tvahoo.co.uk
@ukenline.co.uk
ukonline.co.ule
@yahoo.co.uk
yahoo.co.uk
ng@ukonline.co.uk
it@ukonline.co.uk
ng@yahoo.co.uk
it@yahoo.co.uk
=@wmail.com
spRukenline.co.uk
sukenline.co.uk
sp@yahoo.co.uk
iyahoo.co.uk
@yahoo.com
sr@yahoo.com
uffgwmail.com
ub@ukonline.co.uk
mann78@wmail.com
Byahoo.co.uk
ukonline.co.uk
ukonline.co.uk
2@yahoo.co.uk
byahoo.co.uk
tukonline.co.uk
ter@ukonline.co.uk
1an@frasuk.com
tyahoo.com
"an@ukonline.co.uk
yahoo.co.uk
yahoo.co.uk
all@yahoo.com
nan@yahos.co.uk
tukenline.co.uk
ler1@yahoo.com
‘@ukonline.co.uk
Bukonline.co.uk
‘@yahos.co.uk
yahoo.co.uk
cugukenline.co.uk
er@yshoo.co.uk
evazd@yahoo.com
j@yahos.co.uk
>@yahos.co.uk
#yshoo.co.uk
\e@yahoo.com
10@yahso.com
yahao.com
pukonline.co.uk
cu@yahoo.co.uk

e ;..

Given up SMTP (firewslled or blacklisted)
Given up SMTP (firewalled or blacklisted)
Given up SMTP (firewalled or blacklisted)
Given up SMTP (firawalled or blacklisted)
Given up SMTP (firawalled or blacklisted)
Given up SMTP (firewalled or blacklisted)
Connection failed: 8180815; firewalled or
Given up SMTP (firawalled or blacklisted)
Given up SMTP (firawalled or blacklisted)
Given up SMTP (firewslled or blacklisted)
Given up SMTP (firewalled or blacklisted)
Given up SMTP (firewalled or blacklisted)
Given up SMTP (firawalled or blacklisted)
Given up SMTP (firawalled or blacklisted)
Connection failed: 8180815; firewalled or
Given up SMTP (firewalled or blacklisted)
Given up SMTP (firawalled or blacklisted)
Given up SMTP (firawalled or blacklisted)
Given up SMTP (firewslled or blacklisted)
Given up SMTP (firewalled or blacklisted)
Given up SMTP (firewalled or blacklisted)
Given up SMTP (firawalled or blacklisted)
Given up SMTP (firawalled or blacklisted)
Given up SMTP (firewalled or blacklisted)
Given up SMTP (firewalled or blacklisted)
Given up SMTP (firawalled or blacklisted)
Given up SMTP (firawalled or blacklisted)
Given up SMTP (firewzlled or blacklist=d)
Given up SMTP (firewalled or blacklisted)
Given up SMTP (firewalled or blacklisted)
Given up SMTP (firawalled or blacklisted)
Given up SMTP (firawalled or blacklisted)
Given up SMTP (firewalled or blacklisted)
Connection failed: 8180815; firewalled or
Given up SMTP (firawalled or blacklisted)
Given up SMTP (firawalled or blacklisted)
Given up SMTP (firewslled or blacklist=d)
Given up SMTP (firewalled or blacklisted)
Given up SMTP (firewalled or blacklisted)
Given up SMTP (firawalled or blacklisted)
Connection failed: 8180815; firewslled or
Given up SMTP (firewalled or blacklisted)
Given up SMTP (firewalled or blacklisted)
Given up SMTP (firawalled or blacklisted)
Given up SMTP (firawalled or blacklisted)
Connection failed: 8180815; firawalled o
Given up SMTP (firewalled or blacklisted)
Given up SMTP (firewalled or blacklisted)
Given up SMTP (firawalled or blacklisted)
Given up SMTP (firawalled or blacklisted)
Given up SMTP (firewalled or blacklisted)
Given up SMTP (firewalled or blacklisted)
Connection failed: 8180815; firewalled or
Connection failed: 8180815; firewsllad or
Cemmesrtime feilads S18001 5. Fir Nad ~r




ﬁzw Servis olarak Korsan Yazilim (Warez as a Service)

« Korsan yazilim, film ve muzik alobumu dagitimlari da
bulut bilisim kaynaklari sayesinde daha yaygin hale

gelmistir. /
— Genis disk kapasitesi “}P“,‘smm

— Yuksek bant genisligi
— Dudnyanin farkli bolgelerine
dagilmis veri merkezleri

I ARRRRI,
i lllitake 500 copies of

Photoshop and 300
W Microsoft Words

ol

't.ll\\

\s= f"'f:q.
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http://thepiratebay.org/blog
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» Bulut bilisim servislerinin kullanimi giderek
artan bir trend gostermektedir.

« Bulut bilisim de diger teknolojiler gibi 1y
veya kotu amaclar icin kullanilabilmektedir

* Bulut bilisime gecmek isteyen kurumlar
mevcut riskleri goz onunde bulundurarak
gecis stratejilerini olusturmalari
gerekmektedir.
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Sorular?
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Tesekkurler

Bahtiyar BIRCAN
bahtiyar@uekae.tubitak.gov.tr
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